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=Extending (Interconnecting) multiple

LANSy. Appears as single LAN toilayer 3.

= Essentially’ accepts and! forwards all
frames

= Benefits:
—extend number of statieRs
—extend size
—limit interfering traffic

=Biiidges “fearn’*which interfaces reach
Whichiend! stations

—could de this “By:hand?? but a hassle
—best if this happens; tiansparently;

= Learn by watching seurce: addresses; in
frames
—senders usually use theltewnraddresses
— (note that bridges don ')

=Biiidges interconnect network segments
at the link layer (layer 2)

= Handle any: layer 3/ protocel (incl. non-
routable ones); seme can Intercennect
different media

= Mostly for LANSs, alseiused!in WANS (2
“half bridges’’on ends of ptsto-pt links

=JAterconnect 2 or more LAN/ segments

= [[Stens in promiscueus mode, buffers
packets and transmits them on other
interfaces when able

= On average, still cannet exceed link
bandwidth
—bridge copies all traffic

—small bursts accommodated YU fers

=ANSien promiscuously for all traffic

=1Siore (sic addr, port) tuple in “Station
cache for each new sender observed

= For each received fiame:
— try to match framerdest torcache sic entry;
—not there->send onraliNnterfaces EXCEPLCY

—is there->send on indicated, or filter if*same
as rcv interface

= Age cache entries
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=N/ith redundant paths, bridges can loop
Lrfic

—Canpheppentiorever (example)

—\With more than 2, can cascade,

= Cascade

—each bridge with N/ interiacesimay prodtce
up to N-2 new copies!

=Plirpose will be to provide a single path
torreach each  network

= Generally, graphs have many: STis (Even
several MST 3...CS 170)

= Must be a distributed algorithm

= Can result in some bridges not:
forwarding at all!

=iConsider LAN a graph G = (E, V), with
ANSyas vertices, and bridges as edges
[\well; sort of... see footnote p.212]

= Spanning| Trees:

— A spanning tree ef anfundirected; connected
graph G is a subgraphwhichris bothia tree
and contains all vertiCEsHNE

—Thus, the ST will throw ol semeedges and
be cycle-free

=Each bridge will decide ever which poerts
iwillisiorward frames

—hridgesthaverunigue addresses per port
—porits are alsorumberediy eachi bridge

—bridges have a single uniguedentifier(e:05
the lowest address)




=E|Ecisingle bridge as root

=\Calculate distance from each bridge to
oot bridge

= For each network, elect the bridge
nearest the rooet to forward frames from
that LAN to the root

= Choose a port on whichitorfervard
toward root (the root pojt)

= Select which ports are on tRESST

=Bfdges initially assume they are the root
=yses its own D) as root, with zero cost

= Bridges save “best”>configs they hear on
eachi port (or its own):
—C1 > C2 if root(CL)I < rooet(C2); ethenwise
—C1 > C2 if cost(CT)I= cost(C2); othenise
—C1 > C2 if bridgel D(CT) < bridoelD(C2)

= Cost is # hops to root

=glebal root is MIN of local bridge ID and
MIINFef alll received root IDs

= Distance to root willlbe smallest cost to
global rooet plus one

= Root port is port on Whichimessage
containing minimum-cost; te)glehal reot
was received

=ROot election and ST formation are
accomplished! by configuration messages
— messages sent to “all bridges*”multicast
address, using bridge 3 src MAC address
— Contents: Root" D) Bridge D) Cost, [20€e]
=Root ID: current'assumed root 1D
=Bridge ID: sending bridge s b,
=Cost: cost of best path teeotfiomr’sender

—messages are not forwardedilsetween LANs

=Upoen receiving “better’’configl message,
bridge stops sending| its own config
messages (but continues to forward
others with'a cost incremented by 1)

= Once stability is‘reacheds only onerbridge
on each LAN (the designated bridge) s
sending config messagges onfthat: LAN

=@lce root, cost, and port are known, a
bridoe knews what its; owni config
messages would contain

= |t will transmit its; own config MESSagEs
on ports where'itiis; “best™




=Pl these ports in ST
— oot port

—all poertsifor whichbridge is the designated
bridge for the LAN

= Selected ports pUt inte “fowarding*state
(bridge will forwardSiiames; to/fiiom)

= Other ports are “blockedf*(ie data, but
configuration messages arejprocessed)

N

(41,13,92) 1
(41,13,90)

(41,13,92) 2 Bridge 92
(41,12,111)

\
\
Root

(41 12 315) Port Chosen
S )

(root ID, cost, bridge ID) best current messages

N

(41,13,92) 1
(41,13,90)

(41,13,92) 2 Bridge 92
(41,12,111)
(41,12,315)

<Ports 3,5 are blocked [ST still runs, no data forwarding]
<Ports 1,2,4 are on the Spanning T«ee (forwarding)

N

(EROR )
(41,13,90)

(41,10,125) 2 | Drdge 92
(41,12,111)
(41,12,315)

(root ID, cost, bridge ID): best\ECENEAMEsSsages

N

(41,13,92) 1
(41,13,90)

(41,13,92) 2 Bridge 92
(41,12,111)
(41,12,315)

Best cost to root is 12 (from port 4) + I"= 13

N

(15,0,15)
(15,0,15)

(15,0,15) Bridge 15
(15,0,15)

(15,0,15)

<No ports blocked, designated bridge on all ports



=nidges learn and cache locations ofi
stations

= stations may: be moved, sobridges
should! “forget**about; them

= --> Use a time-out on station| cache info

= not so easy to choose'a suitablevalue

='Sihrecalculation can change active ports
andiassociated station caches

= Si recalculation takes < minutes
= So, want small‘timeout (say, 15 secs)

= Standards committee could not make a
establish a definitive Value

=\Want to inform all bridges, but without
heving) traffic scale as # of bridges

= Operation

—bridges noticing change send Message on:
root port toward reot

—root config messages sulysequently contain
“topology changed”>flag

—a simple ACK scheme is usedi(See Periman92

for details)

=36p large:
—trafific destined tor moved! nede will e lost

= 00 shont:
— un-necessary floeding (Iots of trafific)
= So, if stations moving Were the only,

concern, could use a‘timer on order of
minutes

=Nivo admin-set values used:
—long\value, used in nermal case

—shortvalue; used after' Sk re-coimpute

= \Which to use? (how/ tol detect SiF recemp)
—can bridges just detect this?
—Some can, some can T

='Algorithm so far doesn t detect or adapt
torailures

= Approach

—each per-port stored config message 0ets a:
message age field

—if max age reached; Bridge re-calculates

—root bridge periodically tansmits config
message with age zero; these trigger
designated bridges to send tREIF config msgs
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=designated bridges receiving 0-age
message from root send their own
messages with: age zero

= if that were the only time;, Ne reason to
include age inforin; config MESSagE

= new bridges >messages enerate
responses, but with aged value for root
info; allows for discovery @fffailed root

=idlring| a topoelogy change (new.
link/bridge starting or failing)), time for
Infio te propagate (esp. with congestion)
= |nconsistent data can cause:
—loss of connectivity
—temporary loops: (WOrsel)

=IAssume bridges Bl and B2 are maximally
distant from each other. B is root.

= Bl sends config message, not delayed.
Sends anoether, veny delayed (X secs),
then B1 crashes.

= Bridges near B1 recompute; thosernear
B2 wait >= max age X SEC to 1ie-
compute

=REcalculation on two events:

= iECEIpt ofi config Message 0 POt X
=iffhetier than current stored message: for X,
recalculate root, reot pathi cost; and root: port
—timer tick

=if the age in any"stored/ confiolmessage
expires, discard messagerand recalculate
root, root path cost, andireot pest

=Prebability is minimized! by reguiring
bridge to wait before changing| ports
from blecking to ferwarding| state

= Wait time should be long encugh' for
topology infermation| to spread through
the network

= -—-> should be at least'2xmax transit
time across network

=Slippose new! root is B2

= Suppose 1st config message from B2 is
delayed by X before reaching B1 3 area

= Theni bridges near BL will “fiear**about
new toopology X time later

= Upshot: bridges near B couldiberup to
2X time out of date
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=iStale: not very realistic to interconnect
morejthan 1015 of LANS

= Heterogeneity: really works best for
homogeneous systems

= All'broadcasts and multicastsiare flooded
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